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1. Offline (USB) setup procedure

By default, BioCred is configured as following:

e ETH: DHCP mode

e RNDIS: Fixed IP (192.168.101.1)

Once BioCred device removed from the box:

Step Action/Event Result Web app! BioCred display?
1 Download and install the BioCred device will be N/A N/A
Panini RNDIS driver using recognized by Windows once
the following link: plugged in.
https://files.panini.com/ind
ex.php/s/Jv¥YVbiG7ZTMMXprQ
u
2 Connect the BioCred device N/A N/A N/A
via USB cable to the PC.
NOTE: use type A to type A
USB cable.
3 Connect the BioCred device “boot” information will N/A “boot” information
power supply. appear.
4 Wait until the BioCred is Greyed buttons will be N/A
ready. displayed, and 2 acoustic

signals will be performed.

1 Web app = what the Operator sees (throughout) NOTE: Web app is intended only for internal tests or demo.

2 BioCred display = what the CUSTOMER or USER sees (throughout)
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2. Online (Wi-Fi) setup procedure

*BioCred must be configured to the same Wi-Fi connection as the laptop/PC/iPad being used to run the device. Please see Recovery Mode
section for instructions.

Step Action/Event Result Web app? BioCred display*
1 Connect the laptop/PC/iPad N/A N/A N/A

to the desired Wi-Fi

connection.
2 Insert the Wi-Fi dongle to N/A N/A N/A

the BioCred device.

3 Connect BioCred to the “boot” information will N/A Black screen with “boot”
power supply. appear. information
4 When boot cycle is 2 acoustic signals will be N/A

complete, BioCred is ready. performed.
Greyed buttons and a red
arrow will be displayed.
Buttons represent the
available features while red
arrow allow move between
pages.

3 Web app = what the Operator sees (throughout) NOTE: Web app is intended only for internal tests or demo.
4 BioCred display = what the CUSTOMER or USER sees (throughout)
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5 Press Red Arrow to reach Second BioCred page N/A
second BioCred page appears on BioCred display / i
INFO
N
6 Press on the “i” soft key Info page will be shownon  N/A

button to show the “About”
menu

the display

7 Open a browser page and
type the IP address present
in the Info Page

Home page of the Panini
application will be reached

= BioCred

Fast and Secure
Biometric Authentication

BioCred ready for connection

> ENROLLMENT

> cuparN
> DIGITAL SIGNATURE

> FPWATERMARKING

SYSTEM VERSION
=] EDAPP VERSION 0.4.0
DisPLAYAPP VERSION 0.6.1

SERIAL NUMBER

7170001 1 4
NoT coNNEC

" 02:00:2A:
WIFi ADDRE 172
WiFi MAC
FINGERPRINT MODULE
CARDSCANNER MODULE

0,0
o
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3. Recovery Mode Configuration Settings

If you are having difficulties connecting to BioCred via USB or Wi-Fi, follow this section explaining how to boot the device in Recovery Mode and
then reconfigure for your current environment.

*Please note, that Recovery Mode is only temporary. If you do not complete the steps in section 3.2 to reconfigure the device, the next time it
reboots it will retain the settings from prior to recovery.

3.1 Device Boot

Step Action/Event Result Web app® BioCred display®

1 Insert the Wi-Fi dongleto N/A N/A N/A
the BioCred device.

2 Press and hold the reset N/A N/A N/A
button on the back of the
device.

3 While holding the reset N/A N/A Black screen with “boot”
button, connect BioCred information.
to the power supply.

4 Wait until boot is “boot” information will N/A Black screen with “boot”
completed. appear. information.

5 Web app = what the Operator sees (throughout) NOTE: Web app is intended only for internal tests or demo.
6 BioCred display = what the CUSTOMER or USER sees (throughout)
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5 BioCred is ready. 2 acoustic signals will be N/A
performed.
Recovery Mode will be
displayed.
6 From the available Wi-Fi Device connected to Access N/A
networks displayed on Point

your PC, connect to
“UserConfig-WI-FI-
AccessPoint” as this is the
BioCred unit.
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3.2 Device Configuration

Follow these steps to connect to a Wi-Fi network in your office, to a bank’s Guest Wi-Fi network or a Wi-Fi Hotspot.

Step Action/Event Result Web app’ BioCred display?®
1 Open a browser Home page of the Panini = BioCred ‘

page and type application will be reached.

192.168.102.1 Fast and Secure

Biometric Authentication

BioCred ready for connection

» ENROLLMENT

» RESTORE

> DATA READER

> FPACQUISITION

7 Web app = what the Operator sees (throughout) NOTE: Web app is intended only for internal tests or demo.
8 BioCred display = what the CUSTOMER or USER sees (throughout)
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2 Click on the menu Menu items will be
icon in top left displayed.

. Open Log file (F2)
corner alongside the

BioCred | Clear Log file (SHIFT+F2) .
I0k.red logo. Configuration >ecure

mwareUpdae — AUthentication

ID Card Upgrade

Help (SHIFT+F1) TEEIE

About (F1)

3 Select “Device Configuration” page = BioCred
“Configuration”. is displayed in the Web App. Device Configuration
No changes to BioCred
Display

RECOVERY MODE ]

=

Working Mode: Wi-Fi + Ethemet
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4 Select “Connection “Working mode” page is
Parameters Setup”.  displayed. Working Mode
No changes to BioCred
Display.
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5 Select “Wi-Fi” and “Connection Parameters”
press ”NEXt". page |S dlSp'BYEd Connection Parameters (Wi-Fi + Ethernet mode)
No changes to BioCred
Display.

= Fl B
4
i E
H E

¥ ©n-board DH

W On-boar

® Name Resolution
HrTES:

Set Confiy
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6 Select “Wi-Fi
Infrastructure
Mode” and enter
Wi-Fi connection
name.

“SSID’ field is displayed.

7 Select Security
Mode “WPA2 PSK”
and enter Wi-Fi
password.

*Both Addressing
Modes need
“DHCP” selected

“Key” field is displayed.

= BioCred

Connection Parameters (Wi-Fi + Ethernet mode)

@ Wi-Fi Access Point Mode © Wi-Fi Infrastructure Mode

© None

® WEP
Security Mode @ WPA PSK

® WPAZ PSK.

o
Addressing Mode & DHe

® Fixed

board DHCP Server
e

© Wi-Fi Infrastructure Mode

® WPAPSK
© WPA2 PSK

(Y 7001762

Security Mode

@ On-board DHCP Server

L 1aie Disabled v

RECOVERY MODE

RECOVERY MODE

=
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8 Select “Set
Configuration”.

BioCred new settings are
properly set inside the
device.

They will apply at the next
boot.

Reboot button is displayed.

9 Press “Reboot”
button.

Confirmation box is
displayed.

= BioCred

Device Configuration
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10 Press “OK”.

The application informs that “Boot” information
the device will be restarted,
and a reconnection is

needed.

BioCred will start its boot
function.

11 Wait until the
BioCred is ready.

BioCred performs 2 acoustic

signals. Greyed buttons and a ISR red
Red arrow will be displayed
Buttons represent available Fast and Secure
features while red arrow Biometric Authentication

allows to move between
pages.

& o;o
e =
o

>
== [

Web App reports a red Error
message: the application is
not responding.
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12 From the available
Wi-Fi connections
list on the PC,
connect to Wi-Fi
network name you
configured in

Device connected to Wi-Fi
connection.

= BioCred

Fast and Secure
Biometric Authentication

DA N

&

BioCred.
13 Press Red Arrow to  Second BioCred page appears N/A
reach second on BioCred display. ‘ / i
BioCred page.
INFO
14 Press on the “i” soft  Info page will be shown on N/A

key button to show
the “About” menu.

the display.
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15 Reload BioCred Web
App by typing the
new IP address
found in the Info
page into your
browsers address
bar.

Home page is displayed. = BioCred

BioCred is ready to work with Fast and Secure

the new network Biometric Authentication )
co nfigu ration . | d rerf'dy for connection :;\;S

e =)
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